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Abstract: 

This paper presents the concepts of network security and protects the data from unknown threats and from bad intention.  It tries to 

modify the data either for amusement or their own benefit and reformat and transform our data making it safer to transfer the data.  

Cryptography techniques are used to transform the data safer between computers safely in powerful ways.  It represents the 

cryptography techniques, crypto-analysis and different types of security attacks to protect from the unknown threats.  This paper also 

explains the symmetric key and public key encryption techniques. 

 

I. INTRODUCTION: 

 

Computer data will be transmitted from one computer to another, 

it protect the physical surrounding.  People have the bad 

intention could modify or forge the data either for amusement or 

their own benefit.  Cryptography can reformat and transform our 

data making it safer on its trip between computers.  The 

technology is based on the essentials of secret codes and protects 

the data in powerful ways.   

• Computer Security - generic name for the collection of tools 

designed to protect data and to 

Thwart hackers. 

• Network Security - measures to protect data during their 

transmission. 

• Internet Security - measures to protect data during their 

transmission over a collection of interconnected networks. 

 

II. SECURITY ATTACKS, SERVICES AND 

MECHANISMS 

 

To access the security needs effectively, the manager responsible 

for security needs some systematic way for security to satisfy 

those requirements to increase the information security.  

Security attack – Any action that compromises the security of 

information owned by an Organization. 

Security mechanism – A mechanism that is designed to detect, 

prevent or recover from a Security attack. 

Security service – A service that enhances the security of the 

data processing systems and the information transfers of an 

organization. The services are intended to counter security 

attacks and they make use of one or more security mechanisms 

to provide the service. 

 

III. BASIC CONCEPTS 

 

Cryptography The art or science encompassing the principles 

and methods of transforming an intelligible message into one 

that is unintelligible, and then retransforming that message back 

to its original form 

 

Plaintext The original intelligible message 

Cipher text The transformed message 

Cipher An algorithm for transforming an intelligible message 

into one that is unintelligible by transposition and/or substitution 

methods 

 

Key Some critical information used by the cipher, known only to 

the sender& receiver 

 

Encipher (encode) the process of converting plaintext to cipher 

text using a cipher and a key 

 

Decipher (decode) the process of converting cipher text back 

into plaintext using a cipher and a Key. 

 

Cryptanalysis The study of principles and methods of 

transforming an unintelligible message back into an intelligible 

message without knowledge of the key. Also called code 

breaking. 

 

Cryptology Both cryptography and cryptanalysis 

Code An algorithm for transforming an intelligible message into 

an unintelligible one using a code-book.  

 

CRYPTOGRAPHY 

Cryptographic systems are generally classified along 3 

independent dimensions: 

 

Type of operations used for transforming plain text to cipher 

text 

All the encryption algorithms are based on two general 

principles: substitution, in which each element in the plaintext 

is mapped into another element, and transposition, in which 

elements in the plaintext are rearranged. 
 

The number of keys used 
 

If the sender and receiver uses same key then it is said to be 

symmetric key (or) single key (or) conventional encryption. 

If the sender and receiver use different keys then it is said to be 

public key encryption. 
 

The way in which the plain text is processed 
 

A block cipher processes the input and block of elements at a 

time, producing output block for each input block. 

 

Research Article                                                                                                                              Volume 7 Issue No.5  



International Journal of Engineering Science and Computing, May 2017         11292                                                                        http://ijesc.org/ 

A stream cipher processes the input elements continuously, 

producing output element one at a time, as it goes along. 

 

IV. CRYPTANALYSIS 

 

The process of attempting to discover X or K or both is known 

as cryptanalysis. The strategy used by the cryptanalysis depends 

on the nature of the encryption scheme and the information 

available to the cryptanalyst. 

 

There are various types of cryptanalytic attacks based on the 

amount of information known to the cryptanalyst. 

 

Cipher text only – A copy of cipher text alone is known to the 

cryptanalyst. 

 

Known plaintext – The cryptanalyst has a copy of the cipher 

text and the corresponding plaintext. 

 

Chosen plaintext – The cryptanalysts gains temporary access to 

the encryption machine. It cannot open it to find the key; it can 

encrypt a large number of suitably chosen plaintexts and try to 

use the resulting cipher texts to deduce the key. 

 

Chosen cipher text – The cryptanalyst obtains temporary access 

to the decryption machine, uses it to decrypt several string of 

symbols, and tries to use the results to deduce the key. 

 

STEGANOGRAPHY 

A plaintext message may be hidden in any one of the two ways. 

The methods of steganography conceal the existence of the 

message, whereas the methods of cryptography render the 

message unintelligible to outsiders by various transformations of 

the text. 

A simple form of steganography, but one that is time consuming 

to construct is one in which an arrangement of words or letters 

within an apparently innocuous text spells out the real message. 

e.g., (i) the sequence of first letters of each word of the overall 

message spell out the real message. 

(ii) Subset of the words of the overall message is used to convey 

the hidden message.  Various other techniques have been used 

historically.  

 

Some of them are: 

1. Character marking – selected letters of printed or 

typewritten text are overwritten in pencil. The marks are 

ordinarily not visible unless the paper is held to an angle to 

bright light. 

2. Invisible ink – a number of substances can be used for 

writing but leave no visible trace until heat or some chemical is 

applied to the paper. 

3. Pin punctures – small pin punctures on selected letters 

are ordinarily not visible unless the paper is held in front of the 

light.  

4. Typewritten correction ribbon – used between the lines 

typed with a black ribbon, the results of typing with the 

correction tape are visible only under a strong light. 

 

Drawbacks of steganography requires a lot of overhead to hide a 

relatively few bits of information.  Once the system is 

discovered, it becomes virtually worthless. 

SECURITY SERVICES 

The classification of security services are as follows: 

Confidentiality: Ensures that the information in a computer 

system a n d transmitted information are accessible only for 

reading by authorized parties. 

E.g. Printing, displaying and other forms of disclosure. 

 

Authentication: Ensures that the origin of a message or 

electronic document is correctly identified, with an assurance 

that the identity is not false. 

 

Integrity: Ensures that only authorized parties are able to 

modify computer system assets and transmitted information. 

Modification includes writing, changing status, deleting, creating 

and delaying or replaying of transmitted messages. 

 

Non repudiation: Requires that neither the sender nor the 

receiver of a message be able to deny the transmission. 

Access control: Requires that access to information resources 

may be controlled by or the target system. 

Availability: Requires that computer system assets be available 

to authorized parties when needed. 

 

SECURITY MECHANISMS 

One of the most specific security mechanisms in use is 

cryptographic techniques.  Encryption or encryption-like 

transformations of information are the most common means of 

providing security. Some of the mechanisms are 

 

 Encipherment 

 Digital Signature 

 Access Control 

 

SECURITY ATTACKS 

There are four general categories of attack which are listed 

below. 

Interruption 

An asset of the system is destroyed or becomes unavailable or 

unusable. This is an attack on availability e.g., destruction of 

piece of hardware, cutting of a communication line or Disabling 

of file management system. 

 

Interception 

An unauthorized party gains access to an asset. This is an attack 

on confidentiality.  Unauthorized party could be a person, a 

program or a computer.e.g. wire tapping to capture data in the 

network, illicit copying of files. 

 
Modification 

An unauthorized party not only gains access to but tampers with 

an asset. This is an attack on integrity. e.g., changing values in 

data file, altering a program, modifying the contents of messages 

being transmitted in a network. 
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Fabrication 

An unauthorized party inserts counterfeit objects into the system. 

This is an attack on authenticity.  

e.g., insertion of spurious message in a network or addition of 

records to a file. 

 
 

V. CRYPTOGRAPHIC ATTACKS 

 

Passive Attacks 

Passive attacks are in the nature of eavesdropping on, or 

monitoring of, transmissions. The goal of the opponent is to 

obtain information that is being transmitted. Passive attacks are 

of two types: 

 

Release of message contents: 

A telephone conversation, an e-mail message and a transferred 

file may contain sensitive or confidential information. We would 

like to prevent the opponent from learning the contents of these 

transmissions. 

 

Traffic analysis: 

If it has the encryption protection in place, an opponent might 

still be able to observe the pattern of the message. The opponent 

could determine the location and identity of communication 

hosts and could observe the frequency and length of messages 

being exchanged. This information might be useful in guessing 

the nature of communication that was taking place. Passive 

attacks are very difficult to detect because they do not involve 

any alteration of data. 

 

Active attacks 

These attacks involve some modification of the data stream or 

the creation of a false stream. These attacks can be classified in 

to four categories: 

 

 Masquerade – One entity pretends to be a different 

entity. 
 

 Replay – involves passive capture of a data unit and its 

subsequent transmission to produce an unauthorized effect. 
 

 Modification of messages – Some portion of message 

is altered or the messages are delayed or recorded, to produce an 

unauthorized effect. 

 

 Denial of service – Prevents or inhibits the normal use 

or management of communication facilities. Another form of 

service denial is the disruption of an entire network, either by 

disabling the network or overloading it with messages so as to 

degrade performance. It is quite difficult to prevent active 

attacks absolutely, because to do so would require physical 

protection of all communication facilities and paths at all times. 

Instead, the goal is to detect them and to recover from any 

disruption or delays caused by them. 

 

Symmetric and public key algorithms 

Encryption/Decryption methods fall into two categories. 

 

 Symmetric key 

 Public key 

 

In symmetric key algorithms, the encryption and decryption keys 

are known both to sender and receiver. The encryption key is 

shared and the decryption key is easily calculated from it. In 

many cases, the encryption and decryption keys are the same. In 

public key cryptography, encryption key is made public, but it is 

computationally infeasible to find the decryption key without the 

information known to the receiver. A message is to be 

transferred from one party to another across some sort of 

internet. The two parties, who are the principals in this 

transaction, must cooperate for the exchange to take place.             

A logical information channel is established by defining a route 

through the internet from source to destination and by the 

cooperative use of communication protocols (e.g., TCP/IP) by 

the two principals. 

 

Using this model requires us to: 

– Design a suitable algorithm for the security 

transformation 

– Generate the secret information (keys) used by the 

algorithm 

– Develop methods to distribute and share the secret 

information 

– Specify a protocol enabling the principals to use the 

transformation and secret information for a security 

service. 

– Select appropriate gatekeeper functions to identify users 

– Implement security controls to ensure only authorized 

users access designated information or resources 

         Trusted computer systems can be used to implement this 

model. 

 

VI. CONCLUSION: 

 

This paper explains the security concepts of various network 

policies. Symmetric key and public key algorithm and 

cryptographic attacks to protect from unknown threats. It 

represents stenography and cryptography techniques to protect 

the network in unknown threats.  It helps the network from 

unknown threats.   
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